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Abstract—Using multiple, heterogeneous sensors in surveillance systems
is desirable, not only to tolerate sensor failures, but also to increase the
accuracy of the event detection process and to provide complementary capability under different operating conditions. In the operation of multiple,
heterogeneous sensors, we may encounter inconsistent sensor observations.
Motivated by the need to make coherent decisions, we propose in this
study a decision scheme to determine the right interpretations of sensor
outputs when conflict arises. The proposed decision rule considers sensor
heterogeneity in a surveillance system, while attempting to minimize the
expected misclassification cost. Case studies of the surveillance sensor
system in a major U.S. port demonstrate that the proposed decision
scheme achieves a better robustness in the presence of sensor failures than
the popular -out-of- decision fusion rule.
Note to Practitioners—The central message from this paper is that when
using heterogeneous sensor systems, the commonly used -out-of- decision fusion rule is no longer optimal. This has important implications for
security surveillance applications because a complex surveillance sensor
system almost always comprises multiple units of different types of sensors. Under those circumstances, a more flexible format of decision fusion
should be allowed. Our paper presents a new optimal decision rule and a
procedure to determine it. Information required for using this proposed decision rule includes the cost factors related to sensors and consequences of
making wrong decisions, as well as the prior belief of how likely an adverse
event would take place.
Index Terms—Homeland security, robust decision fusion, sensor fusion,
surveillance system for ports and waterways.

I. INTRODUCTION
ECENT technological advances have enabled the development
of surveillance sensor systems capable of gathering data from
a specific region, processing the data, and making decisions based on
the observed data. In this paper, we consider surveillance sensor systems designed to monitor restrictive security areas in ports and waterways. Fig. 1 shows an example of a surveillance sensor system for
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the Houston Ship Channel. In the ship channel, sensors continuously
monitor specific regions called surveillance points. In order to increase
the accuracy of surveillance and to provide complementary capabilities under different environmental conditions, each surveillance point
is monitored by several sensors of different types.
When an event occurs at a surveillance point, the activity is picked
up by each sensor monitoring the region. These sensor observations
can be integrated to obtain decision about the event by using two different methods, namely data fusion [1] or decision fusion [2], [3]. In
data fusion, each sensor sends its original measurement to the fusion
center, which calculates a new estimate of the physical quantities under
surveillance and makes a conclusion based on the new estimate. In decision fusion, each sensor sends a local decision (usually a binary one)
derived by independent processing of its measurement. In surveillance
sensor systems, since the outputs of the sensors is typically images
or videos, the data fusion approach is usually difficult to implement.
Therefore, the decision fusion approach is used, where local decisions
are made either by an automated algorithm or a human operator. In this
study we assume that binary local decisions are available at each sensor
as “event” or “no-event.”
In practice, when an event occurs at a surveillance point, not all
sensors monitoring the region may report an “event.” This happens
because different sensors have different capabilities and their performance depends on environmental conditions. Moreover, sensors may
fail or malfunction due to degradation or intentional tampering. This
raises the question of how the final decision should be made, from individual decisions, in the presence of inconsistent sensor observations.
For instance, what the final decision will be if two out of four sensors
report “event” and the other two report “no-event”? If there is indeed no
event at the point, but the sensor observations are interpreted as “event,”
then a false alarm occurs. Occurrence of false alarms will increase the
operating cost as security forces will be sent to the respective area for
investigation and interdiction. If an event actually takes place at the
point, but the sensor outputs are interpreted as “no-event,” then a misdetection occurs. Misdetection cost can be much higher than the false
alarm cost because failure to detect and stop adversary activities in time
may lead to catastrophic consequences. This paper addresses explicitly
the manner in which individual decisions should be combined at a fusion center.
In this paper, we present a decision rule to optimally fuse binary
sensor decisions in a surveillance sensor system. To the best of our
knowledge, optimal decision rules proposed in literature (for example,
[4]–[6]) are in the form of the k -out-of-n rule. That is, if at least k out
of n sensors, monitoring a surveillance point, report “event,” then the
final decision is deemed as “event.” This structure has been proven to
minimize the expected misclassification cost (EMC) when all the sensors are identical [5]. But in our study, we consider surveillance sensor
systems with heterogeneous sensors. Our study shows that for a heterogenous sensor system, the k -out-of-n structure is too rigid to always
produce the best result in decision fusion. Our approach is to solve for
the optimal decision rule, which minimizes the EMC, through a binaryprogramming formulation without imposing the k -out-of-n structure.
We also present a numerical procedure that can efficiently compute the
decision fusion results. The proposed decision rule is of more flexible
format, and can better handle the situations when sensor failures occur.
We will show that it is more fault-tolerant than the k -out-of-n decision
fusion rule.
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Fig. 1. A surveillance sensor system for the Houston Ship Channel. Letters “C”, “T”, and “N” stand for the three classes of surveillance sensors, i.e., CCTV,
thermal/infrared, and night vision sensors, respectively. The number following the letters indicates the existence of multiple sensor types in a given sensor class.
For example, C1 and C2 represent two different types of CCTV cameras.

The remainder of this paper is organized as follows. Section II reviews the related literature. Section III formulates the optimal decision fusion problem as a 0–1 integer program. Section IV describes
the optimal decision rule that minimizes the expected misclassification cost and compares it with the commonly used k -out-of-n rule. We
also present an algorithm to determine the proposed decision rule efficiently. Section V presents the case studies to computationally evaluate
the performance of the proposed decision rule and compare it with the
k -out-of-n rule. Finally, we conclude this paper in Section VI.
II. RELEVANT LITERATURE
In this section, we briefly review the literature on decision fusion,
which is the focus of the paper. For the related topic of data fusion,
interested readers may refer to [7]–[10].
Classical theory of decision fusion is based on hypothesis testing and
estimation methods [2], [3], [11], [12]. An earlier study [13] introduces
a model under binary hypothesis H1 (presence of an event) versus H0
(absence of an event) and provides a theoretical framework for event
detection using multiple sensors. Each sensor in the system makes an
observation conditioned on the unknown hypothesis. Overall performance of the system is measured by the misdetection probability. If
the sensor observations are independent, then the optimal decision at
each sensor is made by employing a likelihood ratio threshold test with
different threshold values. Since thresholds can be chosen in a number
of ways and calculating them is generally difficult, most of the studies
have focused on the cases where the same likelihood threshold is used
at all sensors [1]. In that case, an optimal decision rule is a k -out-of-n
rule [4]. Using Bayesian and Neyman–Pearson criteria, Zhang et al. [5]
determine the optimal k and the likelihood threshold that minimizes
the misdetection probability. Methods based on hypothesis testing are
different from our study because, in the above-mentioned literature, a
k -out-of-n rule structure is assumed, and the studies aim to find the
optimal k and the optimal threshold at individual sensors.
A seminal work on decision fusion is by [6]. Based on the observation that the sensor faults are likely to be stochastically uncorrelated,
while event measurements are likely to be spatially correlated, [6] proposes letting an individual sensor communicate with its neighbors and
using other’s decisions to correct its own decision. Assuming that the
false alarm probability of a sensor is equal to its misdetection probability, [6] shows that the majority voting rule is the optimal decision
rule that minimizes the average number of faulty observations. However, the majority voting rule does not hold its optimality when the assumption that the false alarm probability and misdetection probability
are equal does not hold.
An alternative type of decision fusion is sequential decision making.
In this, sensors sequentially send their observations to the fusion center,
where a binary decision is made at a stopping time [14]. When to stop
taking observations is a part of the overall decision procedure. Such a
decision process has been used, for instance, for container inspection

at the port-of-entry [15], [16]. The difference from our study is that
the surveillance systems of interest here require fusing all observations
simultaneously rather than sequentially.
Decision fusion utilizes processed information as opposed to the
original measurements. Thus, one might expect that systems based on
data fusion perform better than those based on decision fusion. However, [17] showed that data fusion has the same behavior as decision
fusion under certain regularity conditions. Moreover, [18] compared
algorithms based on data fusion and decision fusion. In the presence of
faulty sensors in a system, [18] found that decision fusion-based algorithms may perform better than data fusion-based algorithms.
III. MISCLASSIFICATION COST AND PROBLEM FORMULATION
Suppose a set of sensors I are deployed to observe a set of surveillance points J . Each surveillance point j 2 J is observed by a subset
of sensors Ij  I and each sensor i 2 I may observe more than one
surveillance point. We assume that the performance of a sensor is not
influenced by any other sensor in Ij and a sensor makes each of its decisions independently.
Let the actual occurrence of events at surveillance point j be denoted
by the random variable Uj ; i.e.,

Uj

= 10;;

if a suspicious event occurs at point j
otherwise.

P (Uj = 1) is the prior probability of a suspicious event occurring at j .
Let Yij be the binary decision of sensor i for surveillance point j ; i.e.,
Yij

= 01;;

if sensor i reports “event” at point j
otherwise.

Then, the misdetection probability of an event at point j by sensor i
is P (Yij = 0jUj = 1) and, likewise, the false alarm probability is
P (Yij = 1jUj = 0).
Let yj = (y1j ; y2j ; . . . ; yn j ) be the vector of binary 0–1 decisions
from each of the nj (= jIj j) sensors observing point j . Then, we denote
the fused decision at j by x(yj ); i.e.,

x(yj ) =

1;
0;

if our fused decision at j is “event”
otherwise.

Let P F Aj and P M Dj be the false alarm and misdetection
probabilities, respectively, and cjf and cm
j be the false alarm and
misdetection costs, respectively, at point j . Further, define DE
to be the set of all yj ’s for which the fused decision is “event”;
i.e., DE = fyj : yj 2 f0; 1gn s:t: x(yj ) = 1g, and DN E to be
the set of all yj ’s for which the fused decision is “no-event”; i.e.,
DN E = fyj : yj 2 f0; 1gn s:t: x(yj ) = 0g. Then, the expected
misclassification cost (EMC) at j is given by

Cj

= cjf P F Aj + cjm P M Dj

(1)
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P F Aj =
and

P MDj =

y 2D

P (x(yj ) = 1jUj

= 0)P (Uj = 0)

P (x(yj ) = 0jUj

y 2D

y 2f0;1g

cjf P (Yj = yj jUj

= 1)P (Uj = 1):

=

0

Cj3 = min

cjf P (Yj = yj jUj

y 2f0;1g

2

s:t: x(yj )

j

y

0; 1 n :

j

y

where

i =

S (yj ) = i 2 Ij jyij

y

y

j

cjf P (Uj = 0)
:
cjm P (Uj = 1)

is interpreted as “event” (i.e.,

T (yj )  tj

x3 (yj ) =

1;
0;

(5)

Y =y

if cjm P (
otherwise

=0
=1

j

Uj

jj

= yij3 :
6

Using Lemma 1 and (5), we have the following simplification of the
ODR.
Lemma 2: Let = Tmax =tj . In ODR, all outputs j 2 f0; 1gn
such that

y

2

The following theorem gives an explicit description of the ODR,
the optimal solution to Problem (3). (To save space, proofs of the results presented here have been omitted. They are available at the corresponding author’s website: http://ise.tamu.edu/metrology.)
Theorem 1: The optimal solution x3 to Problem (3) is given by equation (4) at the bottom of the page.
While Theorem 1 is easy to understand, it is not convenient to use in
practice. In order to present it in a practically useful format, we conduct
the following analysis. Let

Then, according to Theorem 1,
x3 ( j ) = 1) if

2

i S (y

i
)

P Yij = yij3 jUj = 1
P Yij = yij3 jUj = 0
P Yij = 1 0 yij3 jUj
2
P Yij = 1 0 yij3 jUj

i S (y

A. Optimal Decision Rule (ODR)

tj =

1

T (yj ) = Tmax

IV. DECISION RULE

and

j

and Tmax , Lemma 1 presents a different expression for

Lemma 1:

(3)

g

y

= 1)
= 0)



j

and

It may be noted that, from a Bayesian decision theory perspective,
Cj is the Bayes risk of x( j ) using the 0/1 loss function and x3 ( j )
is the Bayes estimator.

T (yj ) = P (Yj = yj jUj
P (Yj = yj jUj

y

y

2

2 f

j

(P (Yij = 1 Uj = 1)=P (Yij = 1 Uj = 0)) (P (Yij = 0 Uj =
1)=P (Yij =3 0 Uj = 0)) and yij3 = 0, otherwise.

= 0) P (Uj = 0)x(yj )

P (Uj = 1)(1 0 x(yj ))
g

2

i I

y

j

0; 1 for all yj

2 f

j

y y

y

(2)

+ c P (Yj = yj Uj = 1)
m
j

j

j

y

T (yj ).

Using (2), the problem of determining the optimal decision rule, which
minimizes the EMC of sensors observing surveillance point j , becomes
a binary integer programming problem

j

Let j3 = arg max fT ( j )j j 2 f0; 1gn g and Tmax = T j3 .
Assuming that the sensors observing j provide acceptable performance
in the absence of any failures we clearly have x3 j3 = 1. Note that
3
j can be determined by simply maximizing the contributions of each
3 = 1 if
sensor i in T j3 separately, which reduces to setting yij
Using

+cjm P (Yj = yj Uj = 1)P (Uj = 1)(1 x(yj )) :

j

= yij Uj = 1)
= yij Uj = 0)
P (Yij = yij Uj = 1) :
P (Yij = yij Uj = 0)

i I

j

= 0)P (Uj = 0)x(yj )

j

2 P (Yij
i2I P (Yij

T (yj ) =

If cfj = cjm = 1, then Cj = P MCj , the misclassification probability
of the fused decision at j .
Observe in (1) that, for given yj , false alarm cost will be incurred
only if x(yj ) = 1; similarly, misdetection cost will be incurred only if
x(yj ) = 0. As such, EMC is

Cj =

y ) < t ). Now,

and as “no-event” (i.e, x3 ( j ) = 0) otherwise (i.e., T (
since the sensors are independent, we have

where

)

i 

(6)

are interpreted as “event”; all the remaining outputs are interpreted as
“no-event.”
Lemma 2 provides a convenient format of the ODR as only the i ’s
depend on sensor outputs whereas is fixed once the surveillance
system is known. To understand the ODR specified in Lemma 2, consider the following. T ( j ) is the likelihood ratio, given a sensor output
j , that an event occurs versus no-event, and Tmax is the maximum
likelihood ratio, representing the best potential of the sensor system in
detecting an event. The quantity on the right-hand side does not depend on the actual sensor outputs; rather it depends on the maximum
likelihood ratio, the misclassification cost and the event’s prior probability ratios (deciding tj ). In this sense, can be considered as a performance threshold determined by the sensor system and the surveillance
task. On the left-hand side, i represents the capability of sensor i (i.e.,
false alarm rate and detection power). Apparently, the ODR specified
in Lemma 2 is decided by comparing the sensor detection capability
with a system-level threshold. It is also worth noting that Lemma 2 can

y

y

= 1)P (Uj = 1) cjf P (Yj = yj Uj = 0)P (Uj = 0)


j

(4)
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TABLE I
SENSOR INFORMATION FOR FOUR SENSOR EXAMPLE

TABLE II
TEST INSTANCES [19]

Fig. 2. Optimal decision algorithm.

Fig. 3. Procedure ProcQ.

be used not only for individual sensors, but also for sensor combinations (pay attention to the product at the left-hand side over the set of
sensors in S ).
B. ODR Versus k -out-of-n Rule
To realize that the ODR is different from a k -out-of-n rule, consider
an example of four sensors monitoring a single surveillance point, with
sensor characteristics as given in Table I. Let P (Uj = 1) = 0:02,
cjf = 100, and cjm = 250. Then, yj3 = (1; 1; 1; 1) and = 1;360:37.
The last column in Table I gives the i values for the sensors. For yj =
(1; 1; 1; 0) and yj = (1; 1; 0; 1), the decisions according to ODR are
1 (event) and 0 (no-event), respectively. This clearly is in conflict with
any k -out-of-n rule.
While the ODR is different from the k -out-of-n rule in general, the
ODR reduces to a k -out-of-n rule when the sensors are identical. In
that case, we have 1 = 2 = 1 1 1 = n =  and yj3 = (1; 1; . . . ; 1).
Thus, Lemma 2 implies, for all S  Ij such that  jS j  , the
output yj , where yij = 1 for i 2 Ij n S and yij = 0 for i 2 S ,

means “event.” In other words, if (nj 0 bln( )=ln( )c) sensors report “event,” then the decision from our ODR is “event,” effectively a
(nj 0 bln( )=ln( )c)-out-of-nj rule.
C. Optimal Decision Algorithm
The ODR proposed in Section IV-A can be generated (as a list of

yj ’s for which the decision is “event”) by exhaustively enumerating
all possible sensor outputs (yj ’s) and using the condition in Lemma
2. But this may be computationally demanding for a large surveillance
system. In this section, we present an efficient algorithm to achieve this
task. The algorithm primarily attempts to exploit the properties of the
i ’s to avoid complete enumeration of sets.
Fig. 2 shows the overall algorithm for generating the ODR for a
surveillance point j . Step 1 is the main step of the algorithm, which
calls the procedure ProcQ. The procedure ProcQ, detailed in Fig. 3,
efficiently finds the set Q, consisting of all subsets S of Ij such that
.
i2S i 
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TABLE III
DESCRIPTION OF DECISION RULES

ProcQ assumes that the indices in Ij have been ordered such that
 2  1 1 1  n . In Fig.m3, S`m denotes a subset of Ij , mwhere `
denotes the largest index in S` (i.e., ` 2 arg max fi ji 2 S` g) and
m is the cardinality of S`m (i.e., m = jS`t j). For example, Si1 = fig;
S42 = f1; 4g. ProcQ starts with generating the single-element sets in Q.
Then, at each iteration t, the (t + 1)-element sets in Q are generated
using the t-element sets. The process iterates until all sets in Q are
generated.
The run time of computing all 1 ; . . . ; n ’s and their combinations
by calculating all subsets is O(2n ). However, because we do not investigate all subsets in ProcQ, our run time is less than O(2n ). At each
iteration t, ProcQ checks at most (nj 0 t)(nj + 1 0 t=2) < O n2j
sets that are not in Q. Since there are at most nj iterations, the run time
of ProcQ is O jQj + n3j .
Step 0 in ODA takes O(nj ) time. Since Step 1 applies ProcQ to
generate Q, its run time is O jQj + n3j . The run time of Step 2 is
O(nj jQj). The dominant run time of ODA is Step 2. Thus, ODA runs
in O(nj jQj). If we used implicit enumeration method instead of ProcQ
in ODA, the run time would be O (nj 2n ).
1

Fig. 4.

FAP = MDP, c = 100c

Fig. 5.

FAP = MDP=100, c = c

.

V. CASE STUDY AND EVALUATION
We use the surveillance sensor system in a major US port to compare
the proposed ODR and the existing k -out-of-n decision rule. Wilhelm
and Gokce [19] generated optimal surveillance system layouts for 16
different realistic instances of the Houston Ship Channel. We use these
16 instances (see Table II) in our study. Due to space limitation, we omit
the detailed description of the instances, but provide some summary
information in Table II; for detailed description please refer to [19]. In
Table II, N denotes the instance number. Fig. 1 shows the layout of
surveillance sensors for instance 16.
For each of the 16 test instances, we simulate the probabilistic detection behavior of the surveillance sensor system, including random
sensor failures. We assume that a failed sensor always reports “noevent.” We compare several variants of the k -out-of-n rule, listed in
Table III, with the proposed ODR in these simulations. The best-k rule
uses different k ’s for different surveillance points. For each surveillance point j , the kj3 value is chosen by comparing the performance
of every possible k -out-of-n rule. Each simulation is run for 109 event
occurrences so that inferences are based on the steady-state behavior
of the surveillance system.
In the simulation study, we use the misdetection probabilities
(MDPs) and sensor failure probabilities given in [19]. However, [19]
does not specify the false alarm probabilities (FAPs) or the misclassification costs (i.e., false alarm and misdetection costs). Since we did not
find any consensus in literature for selecting the FAPs, we compared
the decision rules for various choices of FAPs, both fixed and varying
with the MDPs. The conclusions were similar. Here we only present
the results for two cases: FAP = MDP and FAP = MDP=100. For

.

the misclassification costs, we again consider two cases: cjm =cfj = 100
and cjm =cjf = 1. We believe that the first case better reflects a surveillance application as the consequence of a missed detection can have a
much more serious consequence than a false alarm.
The comparison results for FAP = MDP, cm = 100cf and FAP =
MDP=100, cm = cf are presented in Figs. 4 and 5, respectively. To
save space, we have omitted the results for the other two cases as they
lead to the same conclusion. However, these are available at the corresponding author’s website (http://ise.tamu.edu/metrology). Note that
in Fig. 5, results for the 1-out-of-n are not shown. This is because the
misclassification cost in this case is an order of magnitude larger than
the other rules. From the figures, it can be observed that the proposed
ODR outperforms all the k -out-of-n variants in all the scenarios. Since
the decision rule computations (implicitly) assume that all the sensors
are working, these results clearly show that the proposed ODR is more
robust than any variant of the k -out-of-n rule. Further, among the different k -out-of-n rules, we find that there is no single rule that outperforms the others in all the cases (for instance see Fig. 5). While the
best-k rule is optimal, it is so only when there are no sensor failures.
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VI. CONCLUSION
In this paper, we propose a decision fusion rule to determine the robust interpretations of outputs from heterogeneous surveillance sensors. We formulate the event detection problem as a 0–1 integer program. Using this model, we define the optimal decision rule that minimizes the expected misclassification cost. Using 16 test instances of
a surveillance sensor system for a major U.S. port, we compare the
performance of the proposed ODR with several variants of the popular
k -out-of-n rule. Our comparisons demonstrate that the proposed ODR
is more robust to sensor failures, always attaining the smallest misclassification cost. Intuitively, the robustness is because the ODR does not
depend on the number of sensors (it mostly disregards any number of
poor performing sensors) whereas the k -out-of-n rule does.
An important extension to the problem considered here is the case
of sequential decision making from heterogeneous sensors. This is relevant to scenarios where a target object may be observed over a period
of time before taking a decision. One way ODR may be extended to
this case is by using event prior probabilities updated with the ODR
performance at the previous decision point. However, this idea needs
to be refined and forms part of our future work.
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Distributed Optimization for Model Predictive Control
of Linear Dynamic Networks With
Control-Input and Output Constraints
Eduardo Camponogara and Helton F. Scherer

Abstract—A linear dynamic network is a system of subsystems that approximates the dynamic model of large, geographically distributed systems
such as the power grid and traffic networks. A favorite technique to operate
such networks is distributed model predictive control (DMPC), which advocates the distribution of decision-making while handling constraints in
a systematic way. This paper contributes to the state-of-the-art of DMPC
of linear dynamic networks in two ways. First, it extends a baseline model
by introducing constraints on the output of the subsystems and by letting
subsystem dynamics to depend on the state besides the control signals of
the subsystems in the neighborhood. With these extensions, constraints on
queue lengths and delayed dynamic effects can be modeled in traffic networks. Second, this paper develops a distributed interior-point algorithm
for solving DMPC optimization problems with a network of agents, one for
each subsystem, which is shown to converge to an optimal solution. In a
traffic network, this distributed algorithm permits the subsystem of an intersection to be reconfigured by only coordinating with the subsystems in
its vicinity.
Index Terms—Convex optimization, distributed optimization, interiorpoint methods, linear systems, model predictive control.

I. INTRODUCTION

M

ODEL predictive control (MPC) is a leading technology for
controlling complex dynamic systems, mostly because of its
ability to handle constraints systematically and the potential to reach
optimal solutions [1]. The applications of MPC abound, including the
control of logistics networks [2], mobile robots [3], and intelligent
transportation systems [4]. In essence, MPC converts a dynamic control problem into a series of time-overlapping static optimization problems that are solved with standard optimization algorithms. At each
sample time, the system state is measured and an optimization problem
is solved over a finite-time horizon. Only the control signals for the first
time interval are implemented, but the long-term effects on the objective are accounted for in the predictions.
The centralization of computation and the communication with remote sensors are the principal obstacles to the application of model
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